
  
 

Securing Laptops 
If your company issues laptops to 
employees, take precautions to 
limit the risks associated with lost 
or stolen devices. 

 

The Top 20 Most Commonly 
Stolen Passwords 
If you—or your employees—are 
currently using one of the 
passwords on the list, it’s time to 
make a change. 

 

The #1 Data Security Threat--
Employees 

The majority of data breaches are 
not the result of a hacker or a virus, 
but are instead caused by 
employees. 
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Laptops: An Often Overlooked Cyber Risk 

When you hear the words “data breach” or “cyber risk,” what comes to mind? For many 
people, these words conjure up images of rogue hackers infiltrating secure computer 
systems to steal valuable or sensitive data. Although malicious cyber criminals are a 
real threat, in many cases data breaches are caused by something much more 
mundane—a lost or stolen laptop.   

Communicate Employee Responsibility 

If your company issues laptops to employees, be sure to communicate that your 
employees have a responsibility to care for them. Employees’ work laptops may have 
their personal information on them (stored website sign-in information, name, address, 
work documents, etc.). Making employees aware that the theft of a work laptop could 
personally affect them can be an incentive for them to protect the computer. 

It may be beneficial for you to provide a security cable lock when you issue laptops to 
employees. A cable lock works similarly to a bike lock—one end of the cable has a lock 
that goes into the laptop’s security slot and the other end is attached to a heavy 
stationary object, such as a desk. This type of lock works as a visual deterrent as well, 
making the laptop less appealing to a thief. Give your employees frequent laptop safety 
reminders and updates on new scams or theft tactics. Laptop safety is not a one-time 
thing—making security a habit will keep your company’s property and information safe. 

Use Encryption Software 

The physical loss of a laptop may not be as devastating as the loss of the information 
and data stored on that laptop. Encryption software uses mathematical algorithms and 
an encryption key to encode data so that only someone who has the encryption key can 
read it. As a general best practice, all devices should be encrypted and require 
passwords for access. 

Install Tracking Software 

Tracking software is often called “anti-theft” software—it tracks your laptop to its current 
location using IP address locations, GPS or Wi-Fi positioning. A stolen laptop can be 
easier to recover if you’ve installed tracking software before the theft. Some software 
can lock the thief out to prevent him or her from logging on to your computer at all, and 
some software can remotely delete sensitive data from the hard drive if you tell it to. 

 

 

INSURICA – James Roskopf 

2301 W. Plano Parkway 

Suite 108 

Plano, TX 75075 

469-443-3489 

jroskopf@INSURICA.com   
http://www.insurica.com 

mailto:jroskopf@INSURICA.com


 

 

 

Top 20 Commonly Stolen Passwords 

How clever is your password?  If it’s on the list below, your password is just as 
easily stolen as it is remembered. Protect yourself by making sure you’re not 
using one of the top 20 most commonly stolen passwords, as determined by IT 
security firm SplashData.  

1 123456 
2 password 
3 12345 
4 12345678 
5 qwerty 
6 1234567890 
7 1234 
8 baseball 
9 dragon 
10 football 
11 1234567 
12 Monkey 
13 letmein 
14 access  
15 abc123 
16 111111 
17 mustang 
18 shadow 
19 master 
20 michael 

If you—or your employees—are currently using one of the passwords listed 
above, it’s time for an upgrade. To create a more secure password, employ a 
combination of letters and numbers, and avoid simple keyboard patterns. Don’t 
use easy-to-find information such as birthdays, favorite sports teams and 
addresses. Make sure the password is eight or more characters long, and try to 
avoid using the same password for multiple access points.     

 

The #1 Data Threat—Employees 

According to the Ponemon Institute's 2015 Survey on 
Data Security Breaches, the majority of data breaches 
are not the result of a hacker or a virus, but are 
instead caused by employees. Non-malicious 
employee error (39%) was the number one culprit, 
followed closely by malicious employee activities 
(30%).  

Of the 163 companies surveyed, 75 percent reported 
a serious security breach within the past twelve 
months. The majority of breaches involved the loss of 
confidential business information and/or personal 
customer information. The infographic below 
illustrates the most common types of data breaches 
reported in the survey: 

 

 

© 2015 Zywave, Inc. This publication is for informational 

purposes only. It is not intended to be exhaustive nor should any 
discussion or opinions be construed as compliance or legal 
advice.  

 


